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HIPPA, Patient Rights and Information Security

HIPAA stands for Health Insurance Portability and Accountability Act of 1996. Its intent is to protect
health insurance coverage and improve access to healthcare consumers by reducing the incidence of
fraud and abuse, improving the quality, efficiency, and effectiveness of healthcare, protecting privacy
and security of patient health information.

How HIPAA Protects Patient Privacy

Establishes standards giving patients new rights and protection against the misuse and disclosure of their
health information, sets boundaries on others for the use and release of medical information, provides
resources if privacy protections are violated, including civil and criminal penalties to those who
knowingly violate HIPAA regulations.

Information that HIPAA Protects:

e Protected Health Information (PHI) may be individually identifiable when any of the following are
present:

* Name, Address including street, city, county, zip and geo-codes

e Names of relatives, Name of employers, Birth date

e Electronic e-mail addresses, Social security number

*  Medical record number, Medical history interviews

e Account number, Certificate or license number Vehicle or other device serial number
e Finger or voice prints, Photographic images and

* Any other unique identifying number, characteristic, code, etc

What does this mean to the healthcare worker?

Facilities must identify a process for patient's family members/friends, designated by the patient to
obtain clinical information. You may still share information without patient authorization as it relates to
TPO (Treatment, payment or business operations) only. HCIR and all healthcare providers may only
access patient’s Protected Health Information (PHI) under the “need to know” bases.

Patient Rights

All patient care and patient-related functions shall be performed with an overriding concern for the
patient and his dignity as a human being. All DHP shall at all times and in all acts observe and respect the
moral and legal rights of each patient and patient's guardian, next of kin, or legally authorized
representative has the right to the extent permitted by law, to exercise the rights delineated on behalf of
the patient if the patient has been adjudicated incompetent in accordance with the law, and is found by
his/her physician to be medically incapable of understanding the proposed treatment or procedure, is
unable to communicate his/her wishes regarding treatment, or is an unemancipated minor. Patient may
refuse treatment and his wishes should be granted to the extent as permitted by law.

Information Security
Keep Passwords Confidential

o Never write down or post your passwords.

o Do not share your password with others including IT. Passwords uniquely identify you within
our systems.

e Never use someone else’s password.

o If you suspect someone has learned your password, call the IT Service Desk to change the
password right away.



Safeguard Portable Media (CD, Disk, PDA, Flash Drive)

o Do not store patient information on media, unless absolutely necessary.
e Lock up media when it is not being used.
o Keep media in your possession when not locked up.

e When you need to dispose of media, contact your IT department. Please do not throw media in
the trash.

Protect Electronic Patient Information

o Before you walk away from an application or computer, ensure no patient data is on the
screen.

o Only access patient information necessary for your job responsibilities. You are not permitted to
access information about yourself or a family member.

o Do not share patient information with others unless you are certain they are authorized to
have the data.

Encrypt Sensitive Emails

o We are required to encrypt email messages with sensitive information sent outside of HCA.
o To encrypt an email, simply type [encrypt] at the start of the email subject line. This will
automatically encrypt the message and the attachments.

Report Potential Violations and Suspicious Activity

o Itisimportant to report potential security violations and suspicious activity immediately.

e Security incidents could include any of the following: Lost or stolen computer, unauthorized
access to a system, bypassing security controls, mis-directed email, virus, disclosure of
password, unusual email.

When you have security questions or need to report a security incident, please contact the supervisor for
Facility Information Security Official (FISO) or Director of Information Security Operations
(DISO).Environment of Care and Fire Safety

Emergency Codes

HCA Healthcare communication codes related to events that impact safety may vary from facility to
facility. Knowing these codes is important in assuring safety for you and others. Learning these codes is
part of your initial orientation process to the facility where you are assigned to work. It is recommended
that you frequently confirm use of the same codes with a facility manager or supervisor. Some general
safety concerns that are referenced by a code name may include:

e Cardiopulmonary arrest

e Pediatric cardiopulmonary arrest
*  Neonatal arrest

* Fire

e Hazardous waste spill

* Inclement weather

* Bomb threat

e Order to evacuate building
e Missing infant

*  External emergency

e Threatening person

*  Missing patient



MRI and Radiation Safety

Magnetic resonance imaging (MRI) was applied to health care in the late 1970s and today, more than 10 million MRI,
or MR scans are done in the United States each year. Five MRI-related cases in the Joint Commission’s Sentinel Event
database resulted in four deaths and affected four adults and one child. One case was caused by a projectile; three
were cardiac events, and one was a misread MRI scan that resulted in delayed treatment.

The most common injuries in the MRI suite are burns and the most common objects to undergo significant heating
are wires and leads. Other objects associated with burns are pulse oximeter sensors and cables, cardio-respiratory
monitor cables, safety pins, metal clamps, drug delivery patches (which may contain metallic foil), and tattoos (which
may contain iron oxide pigment). Less common injuries involve pacemakers.

Radiation Safety

The primary health risk associated with radiation exposure is an increased incidence of cancer. A single procedure
poses little risk to healthcare personnel. However, some healthcare personnel perform many radiation procedures. If
they do not take appropriate precautions, their long-term exposure to radiation may reach dangerous levels. This
can pose significant health risks.

Three key factors for limiting healthcare provider’s exposure to radiation are time, distance and shielding: Minimize
the amount of time that you are exposed to the source. Maximize the distance between yourself and the source.
Use appropriate shielding to absorb the energy of radioactive particles and prevent them from hitting you. Wear
gloves and a lab coat at all times when handling radioactive materials or potentially contaminated materials. Wash
hands after removing gloves.

Always work at the greatest distance possible from any source of radiation. Use shielding whenever possible.

Follow facility radiation precaution policy and procedure to ensure healthcare worker and patients safety when
working around Radiation Therapy and minimizing any unnecessary exposures.

Fire Safety

Fire alarms are never to be taken lightly. All fire alarms are to be treated as REAL fires as fires are a constant threat
to everyone and can strike at any time. Hospitals are susceptible to fires because of the presence of flammable
chemicals and materials as well as the large amount of electrical equipment used. If patients, visitors, or staff is in
immediate danger from fire, move them from the area. Send ambulatory patients to their own room and have them
keep their doors closed or move them beyond the nearest smoke door out of hallway traffic.

Patients confined to bed should be moved by hospital personnel as necessary to a safe location outside of the fire
zone.
In case of fire close all doors and:

R - Rescue patient if in immediate danger A - Alarm by pulling the fire alarm
C - Confine the fire, close doors and windows E - Extinguish use the appropriate extinguisher

When using the fire extinguisher:

P - Pull the pin

A - Aim at the base of the fire S
- Squeeze the handle

S - Sweep from side to side



Electrical Safety

To get an electrical shock, the body must, in some manner become a part of an electrical circuit.
Potential means that an electrical force exists that will cause current to flow if a path is provided.
Electricity always tries to reach the ground. Excellent conductors include people, water, damp floors, or
metal.

Human errors are the major cause in most electrical accidents. Lack of familiarity with the item, improper
usage, lack of caution, and inattention to good safety practices are contributing factors in most
occurrences.

Medical Emergency Care and Rapid Response Teams — (RRT)

An appropriate response to medical emergencies requires rapid assessment and prompts intervention to
avoid further deterioration of the patient. Hospital medical emergencies are usually announced through
pre-designed codes in use by the facility.

Rapid Response Teams have been implemented throughout the HCA hospital systems. These teams, the
make-up of which varies, may consist of a critical care nurses, an intensivist or hospitalist, and respiratory
therapists. The concept is to give the bedside caregiver additional assistance when a patient begins to
deteriorate and before cardiac arrest. The nurse does not waste precious moments trying to locate the
attending physician and the team works with and communicates with the attending when the patient is
stabilized. The Rapid Response Teams have helped decrease the number of cardiac arrests in hospitals and
decreased morbidity and mortality statistics.

OSHA Safety Precautions

Employee Rights Under the Law and Hazard Communication "Right to Know"

In compliance with the Employee Right to Know Law, employers are required to inform the employees of
the hazardous chemicals to which they are exposed in the workplace and to provide training in safe
handling practices and emergency procedures. Facilities in which you work are required to communicate
location of MSDS, name and location of hazardous materials to which you may be exposed, appropriate
protective measures required to lessen or prevent exposures, and an explanation of the labeling system
used.

Material Safety Data Sheets

Material Safety Data Sheets (MSDS) provide information the manufacturer considers necessary for users
to know to determine what chemicals are in a product and what steps should be taken to use the
product safely. MSDS from various manufacturers look different, but they all contain the same type of
information. You need to be familiar with work area to locate the MSDS if needed.

How Chemicals Enter the Body
There are four "routes of entry" or paths that a chemical can take:

* Inhalation (Breathing)
e Absorption (through the skin)
e Ingestion (swallowing)

* Injection

Personal Protective Equipment

Personal protective equipment (PPE) will be available for your use thru out the facility.

The facility provides, maintains, launders, disposes, replaces, and assures the proper use of PPE. The
facility is responsible for ensuring that workers have access to the PPE, at no cost, including proper
sizes and types that take allergic conditions into consideration.

Appropriate PPE must be used whenever occupational exposure may occur.



Labeling

All chemicals on-site are to be stored in the original or approved containers that have proper labels
attached. Chemicals may be dispensed from their original container into a smaller quantity for immediate
use. The container must be labeled with the contents and first aid requirements for the product. NEVER USE
ANY CHEMICALS THAT ARE NOT PROPERLY LABELED.

Tuberculosis (TB) and Exposure Control Plan

The transmission of tuberculosis is a recognized risk in the healthcare setting. In order to provide adequate
protection for both patients and healthcare workers, a plan has been implemented for identification,
education, environmental controls, work practice controls, surveillance, personal protective equipment (PPE)
and employee health guidelines. The plan is designed to incorporate each component in order to provide a
safe working environment and healthcare setting and to reduce the spread of tuberculosis. The plan uses
CDC and OSHA guidelines.

Mycobacterium Tuberculosis is carried through the air in infectious droplet nuclei (small airborne particles
less than 5 micros in size) which are produced when persons with tuberculosis of the lung or larynx sneeze,
cough, speak, or sing. Normally, persons at high risk of acquiring infection with tubercle bacilli are in close
contact with and daily breathe the potentially infectious air from a person with undiagnosed or untreated
pulmonary tuberculosis.

The tuberculin skin test is used to identify persons who have been infected with tubercle bacilli. A significant
skin test reaction can normally be detected within 2-10 weeks of infection. Some individuals may progress
rapidly to clinical iliness while most people will not experience iliness for months, years, or even decades.

Signs and symptoms indicating a possible TB infection are weight loss, night sweats, fever, productive cough,
hemoptysis, anorexia, shortness of breath, and history of TB or exposure to someone with active TB. The risk
of progressing to active disease is markedly increased for persons with HIV infection.

The lungs are the most common sites for clinical tuberculosis. However, it is a systemic disease and may
occur as a pleural effusion, military disease (disseminated tuberculosis) in the lymphatic or genitourinary
systems, or in any other body organ or tissue. Tuberculosis can be diagnosed by skin test, chest x-ray or AFB
sputum smears. People at risk for TB: All individuals with acute medical conditions which increase the risk of
TB. Foreign born from high prevalence countries, low income populations, high risk minorities, alcoholics
and intravenous drug users, residents of long term care facilities and prisons, and persons that are HIV
positive.

The OSHA respiratory protection standard requires that fit testing be performed before an employee first
starts wearing a respirator in the work environment or whenever a different respirator face piece is used.
The N-95 particulate filter respirator is used in the HCA facilities.

Exposure Incident Procedures

Should any exposure incident occur, the HCIR will be offered post exposure evaluation and treatment, to
include psychological counseling when needed. The medical evaluation will be confidential and performed
by or under the supervision of a licensed healthcare professional at no cost to the employee.

Bloodborne Pathogens/Compulsive Hand Hygiene

The OSHA standard is designed to protect employees from occupational exposure to blood and other
potential infectious materials. An occupational exposure means a "reasonable anticipated skin, eye, mucous
membrane, or parenteral contact with blood or other potentially infectious materials that may result from
the performance of the employee's duties."

Standard Precautions

The single most important measure to control transmission of HBV and HIV is to treat all human blood and
other potentially infectious materials as if they were infectious. Standard precautions require health care
workers to wear gloves and other protective barriers to reduce the risk of parenteral, mucous membranes,
and non-intact skin exposures to blood and other body fluids. All blood or other potentially infectious



material will be considered infectious regardless of the status, actual or perceived, of the source individual.
Equipment contaminated with blood or other potentially infectious materials will be cleaned with the
appropriate cleaning agent as soon as possible after contamination. Biohazardous waste is removed from
the facilities routinely. Waste containers are closed and labeled according to facility procedure.

Follow hospital Infection Control Policy and Procedures established at all times.

Exposure Incident Procedures

Should any exposure incident occur, the HCIR will be offered post exposure evaluation and treatment, to
include psychological counseling as needed. The medical evaluation will be confidential and performed by or
under the supervision of a licensed healthcare professional at no cost to the employee.

Compulsive Hand Hygiene

The most common mode of transmission of pathogens is through our hands. Compulsive Hand Hygiene
is required to all healthcare providers. Hand Hygiene is the single most important factor in preventing
the spread of pathogens and antibiotic resistance infections in the healthcare settings. Hand hygiene
should occur before any patient contact, prior donning gloves, prior any invasive procedures, and after
contact with a patient's skin, contact with any body fluids or excretions, non- intact skin, wound
dressing, and after removing any form of PPEs.

MRSA and C Diff

MRSA

MRSA (Methicillin Resistant Staphylococcus Auerus) is a potentially deadly strain of common bacteria that
frequently inhabits the skin or nostrils of healthy persons. One way of reducing MRSA is to screen high-risk
patients. This is called "Active Surveillance".

Obtaining the nasal swab, documentation of interventions and maintaining the environment of care are
key elements in caring for patients with MRSA.

Isolation / Environmental Control for MRSA patients

e Contact precautions at a minimum (gown and gloves) throughout hospitalization

e Masks used if potential splashing of facial contamination may occur

*  Droplet precautions implemented with a + sputum culture

e Alllinens handled and dietary trays using standard infection control measures

e All patient care equipment must be patient specific and NOT shared between patients

e All equipment must be cleaned and disinfected before removal from the patients room
Clostridium Difficile (c-diff)

Clostridium difficile (c-diff) is a bacterium that causes diarrhea and more serious intestinal conditions such
as colitis. Healthcare workers can spread the bacteria to other patients or contaminate surfaces through
hand contact. Hospital-onset healthcare-facility-associated Clostridium difficile infections (CDI) have
increased in incidence and have surpassed methicillin-resistant Staphylococcus aureus (MRSA) infections,
according to a new study of a large cohort of patients from community hospitals.

HCA C Diff Bundle:

o Appropriate Antibiotic Selection

o Barrier precautions: Glove and gown use; Private room/barrier precautions/Isolation (until
symptoms resolve or 22 days after diarrhea ceases; Dedicated equipment when possible

e Compulsive hand hygiene: soap and water hand washing every patient, every time



o Disinfection of environment: Environmental cleaning; disinfection with 1:10 hypochlorite
in epidemic situations

o Executive ownership

Healthcare Workers and Support Staff “To Dos”

¢ Competency of Clostridium difficile disease process and specimen collection/rejection criteria.

¢ Compulsive hand hygiene between patient contact — every patient, every time.

e Puton gloves and gowns upon entry to the room when in direct contact with the patient,
environmental surfaces or patient care items.

e Utilize evidence based treatment guidelines for Clostridium difficile.

e Consistently record number of loose stools in nursing documentation.

Hospital Acquired Conditions and Aim for Zero

Never Events

For discharges occurring on or after October 1, 2008, hospitals will not receive additional payment
for cases in which one of the selected conditions was not present on admission. That is, the case
would be paid as though the secondary diagnosis were not present. A collection of tools have been
assembled to assist you in your efforts to eliminate these conditions. We have categorized the
selected conditions as follows.

Delivery of ABO- Surgical Site Infections Falls and fractures, dislocations,
incompatible blood - Mediastinitis after coronary artery bypass intracranial and crushing injury and
products graft (CABG) surgery burns

- Orthopedic surgeries
- Bariatric surgery

Object left in during Vascular catheter-associated infections Pressure ulcers
surgery
Air embolism Catheter-associated urinary tract infection Glycemic Control

DVT/Pulmonarv Embolism
Serious Preventable Adverse Events (SPAEs)

The National Quality Forum (NQF) published a report in 2002, Serious Reportable Events in
Healthcare, which identified 27 adverse events that are serious, largely preventable, and of
concern to both the public and healthcare providers

Surgical Events

e Surgery performed on the wrong body part

e Surgery performed on the wrong patient

e Wrong surgical procedure performed on a patient

¢ Unintended retention of a foreign object in a patient after surgery or other procedure
¢ Intraoperative or immediately postoperative death in an ASA Class | patient

Product of Device Events

e Patient death or serious disability associated with the use of contaminated drugs, devices or
biologics provided by the healthcare facility

e Patient death or serious disability associated with the use or function of a device in patient
care in which the device is used or functions other than as intended

e Patient death or serious disability associated with intravascular air embolism that occurs
while being cared for in a healthcare facility



Patient Protection Events

e Infant discharged to the wrong person

e Patient death or serious disability associated with patient leaving the facility without permission

e Patient suicide, or attempted suicide, resulting in serious disability while being cared for in a
healthcare facility

Care Management Events

e Patient death or serious disability associated with a medication error (e.g. errors involving the
wrong drug, wrong dose, wrong patient, wrong time, wrong rate, wrong preparation or wrong
route of administration)

e Patient death or serious disability associated with a hemolytic reaction (abnormal breakdown of
red blood cells) due to the administration of ABO/HLA — incompatible blood or blood products

e Maternal death or serious disability associated with labor or delivery in a low-risk
pregnancy while being cared for in a healthcare facility

e Patient death or serious disability associated with hypoglycemia, the onset of which
occurs while the patient is being cared for in a healthcare facility

e Death or serious disability associated with failure to identify and treat hyperbilirubinemia
(condition where there is a high amount of bilirubin in the blood) in newborns

e Stage 3 or 4 pressure ulcers acquired after admission to a healthcare facility

e Patient death or serious disability due to spinal manipulative therapy

e Artificial insemination with the wrong donor sperm or wrong egg

Environmental Events

e Patient death or serious disability associated with an electric shock while being cared for in a
healthcare facility

* Anyincident in which a line designated for oxygen or other gas to be delivered to a
patient contains the wrong gas or is contaminated by toxic substances

e Patient death or serious disability associated with a burn incurred from any source while
being cared for in a healthcare facility

e Patient death or serious disability associated with a fall while being cared for in a
healthcare facility

e Patient death or serious disability associated with the use of restraints or bedrails while
being cared for in a healthcare facility

Criminal Events

* Any instance of care ordered by or provided by someone impersonating a physician,
nurse, pharmacist, or other licensed healthcare provider

e Abduction of a patient of any age

e Sexual assault on a patient within or on the grounds of a healthcare facility

e Death or significant injury of a patient or staff member resulting form a physical assault
(i.e., battery) that occurs within or on the grounds of a healthcare facility

Team Communication and SBAR(R) in Healthcare

Defining SBAR(R): SBAR is a standardized way of communicating with other healthcare givers. It promotes patient
safety because it helps physicians and nurses communicate with each other. Staff and physicians can use SBAR
to share what information is important about a patient.

SBAR is an acronym that stands for:

S —Situation: What is happening at the present time?

B — Background: What are the circumstances leading up to this situation?
A — Assessment: What do | think the problem is?

R — Recommendation: What should we do to correct the problem?

(R) — Read Back and Verify the telephone order!



Standardize Communication: Because clinical teamwork often involves hurried interactions between human
beings with varying styles of communication, a standardized approach to information sharing is needed to ensure
that patient information is consistently and accurately imparted. This is especially true during critical events,
shift handoffs, or patient transfers. SBAR offers hospitals and care facilities a solution to bridge the gap in hand-
off communication through a standardized approach to patient reporting at shift changes and during patient
transfers.

Why SBAR? Communication breakdowns between health care providers are a central feature in episodes of
avoidable patient harm. The safe and effective care of patients depends on consistent, flawless communication
between caregivers. Hand-offs, or the process of passing on specific Information about patients from one
caregiver team to another, is an area where the breakdown of communication between caregivers often leads
to episodes of avoidable harm to a patient.

HCA adopted the SBAR communication tool to enhance communication efficiency among caregivers and to
decrease potential errors related to communication.

SBAR creates a shared mental model for effective information transfer by providing a standardized structure for
concise factual communication among clinicians — nurse-to-nurse, doctor-to-doctor, or between nurse and
doctor. Other tools like critical language, psychological safety and effective leadership are central to providing
safe care.

Back Safety/Body Mechanics

Healthcare workers are the riskiest occupation for back injury, more so than truck drivers, construction
workers, stock handlers, and baggers. The two main risk factors for healthcare-related back injuries are
transferring and lifting patients and bed making.

Good lifting and transferring techniques may help decrease the potential for back injury. These
include:

e Always ask for help if the patient is too heavy

e Tell patient of intention for lifting or transferring.

* Let the patient see the destination during the transfer or lift

e Lock wheels to prevent slipping

e Patient should be wearing appropriate shoes that resist slipping
e Stand close to the patient facing him or her

*  Have the patient roll onto one side, swing legs over the side of the bed and use his or her elbow and
hand to push up. The key points of control are the patient's hips and shoulders or reach under the
patient's arms and grasp his or her back

*  Bend your knees, not your back

e Grip the patient firmly

e Bring the patient close to your body when lifting

e Keep your trunk square with the patient, back straight

e Lift head and shoulders first with your back straight, then use the strength of your legs to
slowly and smoothly push up

e Do NOT twist your body! A torquing action can be especially dangerous
¢ Move your feet first to change direction

e Bend your knees to lower the patient

¢ Lower the patient slowly and smoothly

e Check all tubes, cords, etc to assure they are untangled and unkinked

e Place call bell, phone, TV control, etc within reach of the patient

Quality and Risk Management



CORE Measures

When talking about CORE Measures it is critical to understand how these are actually
integrated into direct patient care. Based on a national assessment of trends and
occurrences the Hospital Quality Alliance, CMS and The Joint Commission have
established a set of CORE Measures to impact quality patient care.

e AMI (Acute Myocardial Infarction)
e CHF (Congested Heart Failure)
*  Pneumonia

e SCIP (Surgical Care Improvement Project/Surgical Care Infection Prevention)



Risk Management

Abuse or Neglect Identification and Reporting

Children
Less than 18

Young and Middle
Adults

Older Adults
60 or older

Presentation or
Manifestation

Behavioral issues (truancy,
acting out)

Nightmare

s Insomnia

Inappropriate family reactions
Sexual acting out
Withdrawal

Bruises, cuts, cigarette burns
Frequent UTIs

STDs

No proper parental care
(young child left alone)

18-59

Fatigue

Anxiety

Depression

Possible suicide attempt
Extent or type of injury
inconsistent with patient’s
explanation

Frequent ED visits
Problem pregnancies
Feeling trapped

Bruises, especially on upper
arms from where shaken;
Laceration to the face;
injuries at various stages of
healing; Flinching, especially
if sees abuser; Depression;
Poor eye contact; Delay in
treatment (caretaker not
giving meds, not being taken
to appointments); Over-
sedated; Unclean
appearance

Who do | call?

Per facility procedure, may be
hospital case manager, social
worker or nursing supervisor

Per facility procedure, may
be hospital case manager,
social worker or nursing

stinervisor

Per facility procedure, may
be hospital case manager,
social worker or nursing

stinervisor

Does the law

require Social
Services to be
notified?

Know the laws in the state
you work.

Know the laws in the
state you work.

Know the laws in the state
you work.

What do I doif |
suspect a criminal act
has occurred? (e.g.
use of firearm, knife
or sharp instrument,
sexual assault)

Notify the appropriate party
per facility procedure. May be
hospital social worker or
nursing supervisor. Requires
reporting to the police by
either the physician or hospital
designated representative.

Notify the appropriate
party per facility
procedure. May be
hospital social worker or
nursing supervisor.
Requires reporting to the
police by either the
physician or hospital
designated
representative.

Notify the appropriate party
per facility procedure. May
be hospital social worker or
nursing supervisor.

Requires reporting to the
police by either the
physician or hospital
designated representative.

Since my job requires
documenting in the
patient record, what
do I have to
document?

All pertinent documentation
including patient quotes
regarding circumstances;
specific location and size of
injuries or bruises;
conversations related to
injury. Refer to facility
procedure for specifics.

All pertinent
documentation including
patient quotes regarding
circumstances; specific
location and size of
injuries or bruises;
referrals provided; that
patient encouraged to
report domestic violence;
conversations related to
injury. Refer to facility
procedure for specifics.

All pertinent documentation
including patient quotes
regarding circumstances;
specific location and size of
injuries or bruises;
conversations related to
injury. Refer to facility
procedure for specifics.




HCAHPS Survey

Survey Method

HCAHPS is a standardized survey instrument and data collection methodology for easmuring patients'
perspectives of hospital care. The Centers for Medicare and Medicaid Services (CMS) partnered with the
Agency for Healthcare Research and Quality (AHRQ) to develop HCAHPS.

HCAHPS is a core set of questions that allows consumers to make comparisons to support consumer choice.
The HCAHPS survey is composed of 27 items: 18 substantive items that encompass critical aspects of the
hospital experience (communication with doctors, communication with nurses, responsiveness of hospital
staff, cleanliness and quietness of hospital environment, pain management, communication about medicines,
discharge information, overall rating of hospital, and recommendation of hospital); 4 items to measure
patient appropriate questions; 3 items to adjust for the mix of patients across hospitals; and 2 items to
support congressionally-mandated reports. CMS has mandated that hospitals use the HCAHPS (Hospital
Consumer Assessment of Healthcare Providers and Systems) patient experience survey to receive full
payment update and, eventually, to determine performance payments.

IMPaCT (Improving Patient Centered Treatment)

IMPaCT is a new initiative focused on HCA's commitment to improve the patient experience and HCAHPS
performance. This initiative will provide tools and resources for improvement in the following domains:

*  Nursing Communication

e Cleanliness of Environment

*  Pain Management

e Staff Responsiveness

e Communication with Physicians
¢ Medication Communication

e Quietness of Environment

¢ Discharge Information

The Care Model

A set of five behaviors that demonstrate caring from the perspective of the patient; A way of doing
the work we do every day; A “back to basics” orientation; An “it’s OK to talk about the touchy-feely
stuff”; A proven method for improving patients’ perception of their nursing care and hospital stay
and Job enriching for nurses.

Caring Model Behaviors:

* Introduce yourself to patients and explain your role in care today.

e Call the patient by his/her preferred name.

e Sit at the bedside for at least 5 minutes per shift to plan/review care.
e Use touch: handshake, a touch on the arm.

e Compliment a member of the care team to the patient each shift.

If your beeper goes off and you cannot respond within 3 minutes, please call the nurses station and
explain this.

Hospital Compare

On July 7th, 2010, the Centers for Medicare and Medicaid Services (CMS) updated their website,
Hospital Compare, and published a recent comparison of hospital performance on a number of
quality measures. Anyone who goes to the website will find that HCA is one of the highest
performing health systems in the country. For clinical measures of performance in caring for
patients with heart attacks, heart failures, pneumonia, or undergoing surgery, HCA’s performance
exceeds that of some of the best in the nation.



National Patient Safety Goals (Joint Commission)

See The Joint Commission current Patient Goals on Hospital Internet
Universal Protocol for Preventing Wrong Site, Wrong Procedure, and Wrong Person Surgery™

Below is The Joint Commission program-specific versions of Updated Universal Protocol, which is effective
January 1, 2009. The Universal Protocol was revised based on feedback received at the Wrong Site Surgery
Summit in 2007.

A. Conducting a Pre-Procedure Verification Process

The pre-procedure verification is an ongoing process of information gathering and verification, beginning
with the decision to perform a procedure, continuing through all settings and interventions involved in
the pre-procedure preparation of the patient, up to and including the time-out just before the start of the
procedure. The purpose of the pre-procedure verification process is to make sure that all relevant
documents and related information or equipment are:

e Available prior to the start of the procedure.

e Correctly identified, labeled and matched to the [patient]’s identifiers.

* Reviewed and are consistent with the [patient]’s expectations and with the team’s
understanding of the intended [patient], procedure and site.

B. Marking the Procedure Site

Marking the procedure site allows staff to identify without ambiguity the intended site for the
procedure.

C. Performing a Time-Out

The purpose of the time-out immediately before starting the procedure is to conduct a final assessment
that the correct [patient], site, positioning and procedure are identified and that, as applicable, all
relevant documents, related information and necessary equipment are available.

The time-out is consistently initiated by a designated member of the team and includes active
communication among all relevant members of the procedure team. It is conducted in a standardized fail-
safe mode (that is, the procedure is not started until all questions or concerns are resolved).

Population Served and Culture Competency

Population Served

The Joint Commission emphasizes the correlation between a staff's population-specific competence and the
delivery of safe, high-quality care in hospitals. Properly trained staff and clinicians play the key role in improved
care for geriatric populations, pediatric populations, developmentally-challenged populations, special needs
populations, physically-challenged populations, and so forth. Organization will be able to reduce errors in
treatment and meet Joint Commission standards for population-specific care when Age and Population specific
competencies are assessed for patient caregivers and staff who come in contact with patients.

Clinicians Knowledge can be assessed by taking an exam. Skills should be observed and may include intervention
and patient outcome.

The employee may be given tests to assess their knowledge of some aspects of age-specific competencies and other
competencies. Tests may not be used as a sole basis of determining competency. Direct observation of skills will be
completed by the department director, manager, supervisor or proctor.

Cultural Competency



Cultural Competence is very important for Health Professionals. Lack of awareness about cultural differences can
make it difficult for both providers and patients to achieve the best, most appropriate care. When cultural
perspectives or customs are not understood, conflicts can arise. Despite all our similarities, fundamental
differences among people arise from nationality, ethnicity and culture, as well as from family background and
individual experiences. These differences affect health beliefs, practices and behavior on the part of both patient
and provider and also influence the expectations that patients and providers have of each other.

Healthcare providers should be open-minded and non-judgmental towards cultural differences. Research has
shown that effective communication (including cross-cultural communication) is directly linked to improved
patient satisfaction, adherence and subsequently, healthy outcomes.

Critical Thinking/Chain of Command/Report Adverse Events

A DHP is to follow the established chain of command when anything unusual happens to patient and or self, and
when not sure what to do in any situation like fire, code blue and adverse events reporting while working at the
facility.

e All concerns related to the patient must be reported to facility immediate supervisor or charge nurse, notify
the physician and other team member to ensure safety.

* Any body fluids exposure or injury on the job must be reported immediately to the hospital supervisor, then
to your employer via occurrence reporting system available at the facility.

* Any adverse events, errors and or potential errors (near misses) must be reported to hospital supervisor
immediately, per established hospital policy as required.
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To Verified Professionals,

Although you are not employed by an HCA facility, we feel it is important that you share in the Mission and Values that
guide our staff. It is our expectation that as a member of our healthcare team, you will work beside us to deliver
healthcare compassionately and to act with absolute integrity. The purpose of this Code of Conduct information is to
ensure you understand our ethical standards and comply with applicable laws and regulations.

Above all else, we are committed to the care and improvement of human life. In recognition of this commitment, we
strive to deliver high quality, cost-effective healthcare in the communities we serve. In pursuit of our mission, we at HCA
believe the following value statements are essential and timeless:

*  We recognize and affirm the unique and intrinsic worth of each individual.
¢  We treat all those we serve with compassion and kindness.

* We act with absolute honesty, integrity and fairness in the way we conduct our business and the way we live
our lives.

*  We trust our colleagues as valuable members of our healthcare team and pledge to treat one another with
loyalty, respect, and dignity.

A summary of certain provisions of the HCA Code of Conduct as they may apply to your provision of care and services in
our facilities has been attached. If you have any questions regarding the Code or its application in the facility to which
you are applying for privileges, please contact the CEO of the facility. Should you desire to review it, the entire Code is
available on the HCA website (www.hcaethics.com).

Depending on the role you will play and the length of time you may be in our facility(ies), you may be required to take
Code of Conduct training.

On behalf of the leadership of HCA, we wish to thank you for your interest in privileges at an HCA facility. We trust you

will find our colleagues dedicated to our mission and values, particularly in terms of our commitment to the care and
improvement of human life.
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SUMMARY OF KEY HCA CODE OF CONDUCT INFORMATION

PATIENTS

Quality of Care and Patient Safety: As a general principle, HCA aspires to a standard of excellence for all caregivers
within its facilities, including the entire facility team, which is committed to the delivery of patient-centered care and
services. There are increasingly numerous measures that relate in some way to the quality of patient care. These
include, for example, the Conditions of Participation of the Centers for Medicare and Medicaid Services (CMS), the
standards and surveys of the Joint Commission (TJC), the consensus measures of the National Quality Forum, the
principles of the Leapfrog Group for Patient Safety, and the quality and patient safety initiatives of the Institute for
Healthcare Improvement. HCA is attentive to all of these standards and seeks to establish systems that reflect the best
practices required or implied by these various standard-setting efforts. This commitment to quality of care and patient
safety is an obligation of every HCA colleague.

Patient Rights: We make no distinction in the availability of services; the admission, transfer or discharge of patients; or
in the care we provide based on age, gender, disability, race, color, religion, sex, sexual orientation, gender identity or
national origin. The hospital respects the patient’s right(s) to:

O Effective communication.

Make decisions regarding medical care,
Refuse or accept treatment,

Informed decision-making,

O O 0O

His or her health information maintained by the facility

Patient Information: Consistent with HIPAA, we do not use, disclose or discuss patient-specific information with others
unless it is necessary to serve the patient or required by law. In accordance with our appropriate access and information
privacy policies and procedures, which reflect HIPAA requirements, no HCA colleague, affiliated physician, or other
healthcare partner has a right to any patient information other than that necessary to perform his or her job.

Confidential Information: The term “confidential information” refers to proprietary information about our
organization's strategies and operations as well as patient information and third party information. Improper use or
disclosure of confidential information could violate legal and ethical obligations. HCA colleagues may use confidential
information only to perform their job responsibilities and shall not share such information with others unless the
individuals and/or entities have a legitimate need to know the information in order to perform their specific job duties
or carry out a contractual business relationship, provided disclosure is not prohibited by law or regulation. HCA
colleagues must protect sensitive information when it is e-mailed outside the Company or otherwise stored, posted, or
sent through the Internet; stored on portable devices such as laptops, tablets, and mobile phones; or transferred to
removable media such as CD or USB drive. These policies and standards require, among other things, that the individual
and/or entity be validated and the information be encrypted.
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WORKPLACE CONDUCT

Controlled Substances: Prescription and controlled medications and supplies must be handled properly and only by
authorized individuals to minimize risks to us and to patients. If one becomes aware of inadequate security of drugs or
controlled substances or the diversion of drugs from the organization, the incident must be reported immediately. HCA
facilities strictly enforce reporting of any violations of diverting medications by facility staff or privileged practitioners.

Copyrights: HCA colleagues may only copy and/or use copyrighted materials pursuant to the organization’s policy on
such matters.

Electronic Media: All communications systems, including but not limited to computers, electronic mail, Intranet,
Internet access, Company-provided telephones, and voice mail, are the property of the organization and are to be used
primarily for business purposes in accordance with electronic communications policies and standards. Passwords,
tokens and SecurelD cards shall never be shared or disclosed.

Diversity and Equal Employment Opportunity: HCA actively promotes diversity in its workforce at all levels of the
organization. We are committed to providing an inclusive work environment where everyone is treated with fairness,
dignity, and respect.

Harassment and Workplace Violence: Each HCA colleague has the right to work in an environment free of harassment
and disruptive behavior. We do not tolerate harassment by anyone based on the diverse characteristics or cultural
backgrounds of those who work with us. Degrading or humiliating jokes, slurs, intimidation, or other harassing conduct
is not acceptable in our workplace. Sexual harassment is prohibited. Moreover, verbal or physical conduct of a sexual
nature that interferes with an individual’s work performance or creates an intimidating, hostile, or offensive work
environment has no place at HCA. Harassment also includes incidents of workplace violence. Workplace violence
includes robbery and other commercial crimes, stalking, violence directed at the employer, terrorism, and hate crimes
committed by current or former colleagues.

Health and Safety: All HCA facilities comply with all government regulations and rules, HCA policies, and required
facility practices that promote the protection of workplace health and safety. Colleagues must become familiar with
and understand how these policies apply to their specific job responsibilities and seek advice from the supervisor in the
area where you are providing services. Immediately advise this supervisor of any serious workplace injury or any
situation presenting a danger of injury so timely corrective action may be taken to resolve the issue.

Ineligible Persons: We do not contract with, employ, or bill for services rendered by an individual or entity that is
excluded or ineligible to participate in Federal healthcare programs;
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suspended or debarred from Federal government contracts; or has been convicted of a criminal offense related to the
provision of healthcare items or services and has not been reinstated in a Federal healthcare program after a period of
exclusion, suspension, debarment, or ineligibility, provided that we are aware of such criminal offense.

Relationships with Subcontractors and Suppliers: HCA is the majority owner and managing general partner of
HealthTrust Purchasing Group (HPG). On behalf of its member entities, including HCA, HPG negotiates contracts with
supply and service vendors. HPG has a Code of Conduct and Business Relationship Statement that outline its
commitment to ethical and compliant behavior and its expectations of the same by its contractors. Copies of the Code
and Statement are available on HPG’s website at: www.healthtrustpg.com. HPG participates in the Healthcare Group
Purchasing Industry Initiative as a founding member. This is an umbrella group of the largest healthcare group
purchasing organizations in the country intended to promote the highest standards of business conduct in these
activities. Those seeking to be suppliers of HCA should understand that virtually all of the system-wide procurement
effort is executed, in effect, by the HealthTrust Purchasing Group. As in any large organization, once central
procurement decisions have been made, it is anticipated that local facilities will utilize the negotiated contracts.
Organizations that compete unsuccessfully through HPG for national agreements with HCA, or, for whatever reason,
elect not to compete in such processes, should not be disappointed by efforts of those in the HCA supply chain to
maintain compliance with negotiated national agreements. We encourage those with new technologies or product
innovations to be certain that HPG fully understands their capabilities. We must manage our consulting, subcontractor,
and supplier relationships in a fair and reasonable manner, free from conflicts of interest and consistent with all
applicable laws and good business practices. We promote competitive procurement to the maximum extent
practicable. Our selection of consultants, subcontractors, suppliers, and vendors will be made on the basis of objective
criteria including quality, technical excellence, price, delivery, adherence to schedules, service, and maintenance of
adequate sources of supply. Our purchasing decisions will be made on the supplier’s ability to meet our needs, and not
on personal relationships and friendships. We employ the highest ethical standards in business practices in source
selection, negotiation, determination of contract awards, and the administration of all purchasing activities. We
comply with contractual obligations not to disclose vendor confidential information unless permitted under the
contract or otherwise authorized by the vendor.

License and Certification Renewals: Colleagues, individuals retained as independent contractors, and privileged
practitioners in positions which require professional licenses, certifications, or other credentials are responsible for
maintaining the current status of their credentials and shall comply at all times with Federal and state requirements
applicable to their respective disciplines. To assure compliance, HCA requires evidence of the individual having a
current license or credential status. HCA does not allow any colleague or independent contractor to work without
valid, current licenses or credentials.
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Personal Use of HCA Resources: Organization assets are to be maintained for business-related purposes. As a general
rule, the personal use of any HCA asset without prior supervisory approval is prohibited.

Relationships Among HCA Colleagues

In the normal day-to-day functions of an organization like HCA, there are issues that arise which relate to how people in
the organization deal with one another. It is impossible to foresee all of these, and many do not require explicit treatment
in a document like this.

Substance Abuse and Mental Acuity: To protect the interests of our colleagues and patients, we are committed to an
alcohol and drug-free work environment. All colleagues must report for work free of the influence of alcohol and illegal
drugs. Reporting to work under the influence of any illegal drug or alcohol; having an illegal drug in a colleague’s
system; or using, possessing, or selling illegal drugs while on HCA work time or property will result in immediate
removal from the property and notification to your employer.

Business Courtesies: We recognize there will be times when a current or potential business associate, including a
potential referral source, may extend an invitation to attend a social event in order to further develop a business
relationship. An HCA colleague may accept such invitations, provided: (1) the cost associated with such an event is
reasonable and appropriate, which, as a general rule, means the cost will not exceed $150.00 per person; (2) no
expense is incurred for any travel costs (other than in a vehicle owned privately or by the host entity) or overnight
lodging; and (3) such events are infrequent. The limitations of this section do not apply to business meetings at which
food (including meals) may be provided. Prior to accepting invitations to training and educational opportunities that
include travel and overnight accommodations at reduced or no cost to a colleague or HCA, consult our policies and seek
appropriate approvals. HCA colleagues may accept gifts with a total value of $75.00 or less in any one year from any
individual or organization who has a business relationship with HCA. For purposes of this paragraph, physicians
practicing in HCA facilities are considered to have such a relationship. Perishable or consumable gifts given to a
department or group are not subject to any specific limitation. HCA colleagues may accept gift certificates, but may
never accept cash or financial instruments (e.g., checks, stocks). Finally, under no circumstances may an HCA colleague
solicit a gift.

Resources for Guidance and Reporting Concerns

It is an expected good practice, when one is comfortable with it and thinks it appropriate under the circumstances, to
raise concerns first with the supervisor of the area in which you are providing service. If this is uncomfortable or
inappropriate, you may discuss the situation with the Facility ECO, or another member of management at the facility or
an identified individual within your own organization. You may also contact the Ethics Line at 1-800-455-1996. HCA
makes every effort to maintain, within the limits of the law, the confidentiality of the identity of any individual who
reports concerns or possible misconduct. There is no retribution or discipline for anyone who reports a concern in good
faith. Any colleague who deliberately
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makes a false accusation with the purpose of harming or retaliating against another colleague is subject to discipline.

Personal Obligation to Report

HCA is committed to ethical and legal conduct that is compliant with all relevant laws and regulations and to correcting
wrongdoing wherever it may occur in the organization. Each colleague has an individual responsibility for reporting any
activity by any colleague, physician, subcontractor, or vendor that appears to violate applicable laws, rules, regulations,
accreditation standards, and standards of medical practice, Federal healthcare conditions of participation, or this Code.
If a matter that poses serious compliance risk to the organization or that involves a serious issue of medical necessity,
clinical outcomes or patient safety is reported locally, and if the reporting individual doubts that the issue has been
given sufficient or appropriate attention, the individual should report the matter to higher levels of management or
the Ethics Line until satisfied that the full importance of the matter has been recognized. If a matter that poses concern
regarding the safety or quality of care provided to a patient in the hospital is identified and was reported locally but
thought to be unresolved, an additional avenue for reporting is available through notification to the Joint Commission.
There will be no retaliatory disciplinary action taken against an employee who reports concerns to the Joint
Commission.
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DEPARTMENT: POLICY DESCRIPTION: Vetting Dependent Healthcare
Professionals and Other Non-Employees

PAGE: Page 40 of 4 REPLACES POLICY DATED: 4/1/15

EFFECTIVE DATE: May 1, 2017 REFERENCE NUMBER: CSG.QS.003

APPROVED BY: Ethics and Compliance Policy Committee

SCOPE: All non-employee Dependent Healthcare Professionals (DHPs) who provide patient care services in any
Company-affiliated facility or subsidiary, including, but not limited to, hospitals, ambulatory surgery centers, outpatient
imaging centers, and physician practices. Included within the scope of this policy are any DHPs who are providing
patient care services using telehealth technology (e.g., RNs performing telephone triaging for a Company-affiliated
emergency department from an off-site location). In addition, all non-employees accessing safety- or security-sensitive
areas of any Company-affiliated facility or subsidiary are included within the scope of this policy.

OUT OF SCOPE: There may be individuals who are out of scope for this policy, but who would be required to adhere to
other procedures related to access, and/or other procedures for vetting their training, qualifications and competencies:
e Health profession students currently enrolled and participating in training at a Company-affiliated facility;

e Volunteers or auxiliary members;

e Employees of a Company-affiliated facility or subsidiary;

e Individuals who provide services that involve only non-clinical operations and are not in scope for Licensure and
Certification policies (e.g., CSG.QS.002, CSG.QS.003) but who require access to a Company-affiliated facility’s or
subsidiary’s network and/or information systems regardless of whether services are provided virtually or at a
facility (e.g., HR outsourcing partners, IT&S contingent workforce); and

e Individuals within the scope of Licensure and Certification Policy C5G.QS.002 (e.g., physicians, dentists, podiatrists
and other licensed independent practitioners, or advanced practice professionals who are credentialed and
privileged through the medical staff credentialing process).

PURPOSE: To ensure that access and provision of patient care services to Company-affiliated facilities is provided by
DHPs who are qualified, competent, oriented to the facility setting, appropriately supervised, and periodically evaluated
in their provision of safe, effective, efficient and appropriate care, treatment or services, and to assure that access to
any safety- or security-sensitive areas of a Company-affiliated facility is granted only to authorized non-employees.

DEPARTMENT: POLICY DESCRIPTION: Vetting Dependent Healthcare
Professionals and Other Non-Employees

PAGE: Page 2 of 4 REPLACES POLICY DATED: 4/1/15

EFFECTIVE DATE: May 1, 2017 REFERENCE NUMBER: CSG.QS.003

APPROVED BY: Ethics and Compliance Policy Committee

POLICY: Any non-employee who provides patient care, treatment, or services within a Company-affiliated facility or
subsidiary (referred to as a DHP) is required to demonstrate proof of the qualifications, training, skills, and competencies
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to perform the permitted patient care, treatment or services that are deemed necessary by the Company-affiliated facility
or subsidiary for the scope of patient care being requested. Individuals who are not licensed independent practitioners or
advanced practice professionals (e.g., physician assistant, nurse practitioner) and are not therefore credentialed by the
medical staff of the facility, nor are employees who are credentialed through the human resources process, must be
credentialed by a process established by the facility for Tier 2 or Tier 3 DHPs.

All other non-employees who access safety- or security-sensitive areas of any Company-affiliated facility or subsidiary
must go through a Tier 1 process.

The facility reserves the right to determine which patient care, treatment, and services shall be provided in the facility or
for patients of the facility, based on an assessment of whether the facility has sufficient space, equipment, staffing and
financial resources to support the service, and whether the facility’s patient population would benefit from such services.
Planning for such services shall focus on patient safety and healthcare quality. Patient care, treatment, and services shall
be offered only with the prior approval of administration and the governing body of the facility.

An individual DHP’s approval to provide patient care services within the facility is a privilege which shall be extended only
to professionally competent DHPs who continuously meet the qualifications, standards and requirements as defined by
the facility.

Failure to comply with this policy may be grounds for termination of an individual DHP’s approval and result in exclusion
from the facility. Failure of a DHP’s employer/company to comply with the requirements of this policy, such as by failing to
provide needed information to validate a DHP’s qualifications and competency, may be grounds for contract termination
by the facility or HCA.

The standards of The Joint Commission (“TJC”), the Accreditation Association for Ambulatory Health Care (“AAAHC”), and
the Centers for Medicare and Medicaid Services (“CMS”) require a facility to ensure that all staff members, including
contract workers, are qualified and competent for the scope of care, treatment or services they are permitted to provide.'
Since DHPs vary significantly in the level of services they provide to a facility, this policy is intended to tailor the approach
to the level of service provided by a DHP while ensuring compliance with CMS, TJC, and AAAHC requirements.

DEPARTMENT: POLICY DESCRIPTION: Vetting Dependent Healthcare
Professionals and Other Non-Employees

PAGE: Page341 of 4 REPLACES POLICY DATED: 4/1/15

EFFECTIVE DATE: May 1, 2017 REFERENCE NUMBER: CSG.QS.003

APPROVED BY: Ethics and Compliance Policy Committee

DEFINITIONS:

Company-affiliated Facility or Subsidiary: As applicable for this Policy, these are facilities or entities that are 1) affiliated
with HCA, and 2) are locations where patient care, treatment or services are being provided. For purposes of this Policy,
facilities or subsidiaries specifically included in this definition are: affiliated hospitals, ambulatory surgery centers, free-
standing emergency departments, and urgent care centers.

Non-employee Dependent Healthcare Professionals (DHPs): These are individuals not employed by the facility who are
permitted both by law and by the facility to provide patient care services under an approved scope of practice. These
individuals may be employed by a contractor, a temporary staffing agency, a privileged practitioner or practitioner group
or be directly contracted by a patient for a specific service. DHPs are a subset of all “staff” providing services at the
facility, as defined in the Glossary of the Comprehensive Accreditation Manual for Hospitals, published by TJC. This
concept of staff and the related facility responsibilities is consistent with the requirements of AAAHC and CMS.

Tier 3 DHP: An individual who meets the definition of a DHP and who provides clinical services and/or direct hands-on
care requiring the involvement and supervision of a physician or other licensed independent practitioners (LIP) in the
services they provide. As the medical staff oversees patient safety and quality of care provided in association with medical
care, a designated medical staff leader shall be responsible for determining the qualifications and competence of Tier 3
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DHPs (i.e., medical director of the radiology department for the approval of the DHP radiation physicist). Vetting and
authorization procedures for Tier 3 DHPs shall include, in addition to administrative approval, the review and approval by
a designated medical staff leader, with oversight by the governing body.

Tier 2 DHP: An individual who meets the definition of a DHP and who provides clinical services and/or direct hands-on
care requiring the involvement and supervision of a member of the clinical staff of the facility (i.e., CNO/CNO designee for
the approval of DHP nurses), in the services they provide. This Tier includes DHPs who will provide clinical instruction to
the clinical staff of the facility (e.g., vendors providing product instruction to physicians, nurses, or other clinical staff) that
would directly impact their delivery of patient care. Vetting and authorization procedures for Tier 2 DHPs shall include
administrative approval with oversight by the governing body.

Tier 1 Non-Employee: This Tier of non-employees may provide services other than patient care services but to do so,
would need to enter a safety- or security-sensitive area of the facility. Since a Tier 1 Non-employee does not meet the TJC
definition of “staff,” the vetting and authorization procedures are limited to serving the purposes of ensuring safety,
security and access control. Processing and approval of Tier 1 Non-Employees shall be done in accordance with the
Background Investigations Policy, HR.OP.002, any applicable HCA safety and security policies, and the safety and security
policies and procedures of the facility as would apply to the services of the Tier 1 Non-Employee.

DEPARTMENT: POLICY DESCRIPTION: Vetting Dependent Healthcare
Professionals and Other Non-Employees

PAGE: Page 4 of 4 REPLACES POLICY DATED: 4/1/15

EFFECTIVE DATE: May 1, 2017 REFERENCE NUMBER: CSG.QS.003

APPROVED BY: Ethics and Compliance Policy Committee

PROCEDURE:

Each facility shall establish procedures consistent with the Implementation Guidelines for CSG.QS.003 for the preparation
of a request to have a DHP or Tier 1 Non-Employee present in the facility or any patient care area and for review and
approval of the request by the appropriate administrator and/or member of the medical staff. These procedures shall be
uniformly applied to all DHPs and Tier 1 Non-Employees according to their Tier assignment in the collection and
verification of information.

Before a DHP is allowed to provide patient care, treatment or services, the facility shall confirm that the DHP has the
required qualifications and competencies to perform the patient care, treatment or services to which they are assigned. If
the DHP will be performing the same or similar patient care, treatment or services as performed by facility-employed
individuals, the DHP shall have the same qualifications and competencies required of the employed individuals.

While the ultimate responsibility for oversight of the services of a DHP rests with the governing body, the facility shall
identify a department who will supervise and coordinate the application process, and assign appropriate leaders with the
responsibility for review of DHP qualifications and granting permission to access the facility and provide services as
appropriate to the DHP’s scope of service and Tier assignment.

In addition to the review of an individual DHP’s qualifications, facility procedures shall also exist for assuring equipment
and technology safety for devices or equipment brought by a DHP. Medical equipment and other complex devices
brought into the facility by a DHP must be reviewed and approved prior to their use by the facility’s biomedical
department as appropriate.

Access to patient information for a DHP shall be in accordance with the Health Insurance Portability and Accountability
Act (HIPAA), Standards for Privacy of Individually Identifiable Health Information (Privacy Standards), 45 CFR Parts 160 and
164, the Health Information Technology for Economic and Clinical Health Act (HITECH) component of the American
Recovery and Reinvestment Act (ARRA) of 2009, and any and all other Federal regulations and interpretive guidelines
promulgated thereunder. Any DHP or Tier 1 non employee who has access to Protected Health Information (PHI) must
sign the Confidentiality and Security Agreement (CSA), per IS.SEC.005. Additional HCA Policies and Procedures may be
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applicable based upon the duties and functions to be assigned to the DHP or to the Tier 1 Non-employee.

REFERENCES:

Background Investigations Policy, HR.ER.002

Information Confidentiality and Security Agreements Policy, IP.SEC.005

Implementation Guidelines for CSG.QS.003

Health Insurance Portability and Accountability Act (HIPAA), Standards for Privacy of Individually Identifiable Health
Information, 45 CFR Parts 160 and 164

American Recovery and Reinvestment Act of 2009, Title XlII, Subtitle D

Patient Privacy Program Policies, HIM.PRI.001-HIM.PRI.013

1 CMS Conditions of Participation §482.11(c); §482.12(e);TIC, Management of Human Resources Chapter; AAAHC,
Administration Chapter, Quality of Care Provided section

! The Joint Commission, MS.01.01.01, EP 8; LD.04.01.05, EP 1 -9
! The Joint Commission, LD.04.01.05, EP 1 - 5; NR.02.03.01, EP 6

VThe Joint Commission, HR.01.02.05, EP 7
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HealthTrust Workforce Solutions

FUNCTION: POLICY DESCRIPTION:
Human Resources False Claims
PAGE: REPLACES POLICY DATED:
Page 40 of 45

APPROVED: RETIRED:

December 12, 2006
EFFECTIVE DATE: REFERENCE NUMBER:

January 1, 2007

SCOPE: All Company-affiliated hospitals and all employees, management, and any contractor or agent of such
facilities.

PURPOSE: The purpose of this policy is to comply with certain requirements set forth in the Deficit Reduction Act
of 2005 with regard to federal and state false claims laws.

POLICY: Company-affiliated hospitals must ensure that all employees, including management, and any contractors or
agents are educated regarding the federal and state false claims statutes and the role of such laws in preventing and
detecting fraud, waste, and abuse in federal health care programs.

FALSE CLAIMS LAWS

One of the primary purposes of false claims laws is to combat fraud and abuse in government health care programs.
False claims laws do this by making it possible for the government to bring civil actions to recover damages and
penalties when healthcare providers submit false claims. These laws often permit qui tam suits as well, which are
lawsuits brought by lay people, typically employees or former employees of healthcare facilities that submit false
claims.

Revised State False Claims Statutes Policies (LL.XX.00X)

The False Claims Statutes policies for all 50 states have been updated. The purpose of these policies is to comply with
certain requirements set forth in the Deficit Reduction Act of 2005 with regard to federal state false claims laws. The
policies were revised to bring them up to date with regard to their respective state laws. In all of the policies, the civil
penalties range was revised from the previous $5,500 to $11,000 to the current $10,957 to $21,916. Each of the policies
was updated to provide greater detail

Generally, the federal False Claims Act applies to any federally funded program. The False Claims Act applies, for
example, to claims submitted by healthcare providers to Medicare or Medicaid.

One of the unique aspects of the federal False Claims Act is the “qui tam” provision, commonly referred to as the
“whistleblower” provision. This allows a private person with knowledge of a false claim to bring a civil action on behalf of
the United States Government. The purpose of bringing the qui tam suit is to recover the funds paid by the Government as
a result of the false claims. Sometimes the United States Government decides to join the qui tam suit. If the suit is
ultimately successful, the whistleblower who initially brought the suit may be awarded a percentage of the funds
recovered. Because the Government assumes responsibility for all of the expenses associated with a suit when it joins a
false claims action, the percentage is lower when the Government joins a qui tam claim.
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However, regardless of whether the Government participates in the lawsuit, the court may reduce the
whistleblower’s share of the proceeds if the court finds that the whistleblower planned and initiated the false
claims violation. Further, if the whistleblower is convicted of criminal conduct related to his role in the
preparation or submission of the false claims, the whistleblower will be dismissed from the civil action without
receiving any portion of the proceeds.

The federal False Claims Act also contains a provision that protects a whistleblower from retaliation by his
employer. This applies to any employee who is discharged, demoted, suspended, threatened, harassed, or
discriminated against in his employment as a result of the employee’s lawful acts in furtherance of a false
claims action. The whistleblower may bring an action in the appropriate federal district court and is entitled to
reinstatement with the same seniority status, two times the amount of back pay, interest on the back pay, and
compensation for any special damages as a result of the discrimination, such as litigation costs and reasonable
attorney’s fees.

A similar federal law is the Program Fraud Civil Remedies Act of 1986 (the “PFCRA”). It provides administrative
remedies for knowingly submitting false claims and statements. A false claim or statement includes submitting
a claim or making a written statement that is for services that were not provided, or that asserts a material
fact that is false, or that omits a material fact. A violation of the PFCRA results in a maximum civil penalty of
$5,000 per claim plus an assessment of up to twice the amount of each false or fraudulent claim.

Many states have also adopted other false claims statutes that are intended to prevent fraud and abuse in any
department or agency of the state, including state Medicaid programs. These laws generally prohibit the filing
of any false or fraudulent claim or documentation in order to receive compensation from the applicable
department or agency or the state Medicaid program.

REPORTING CONCERNS REGARDING FRAUD, ABUSE AND FALSE CLAIMS

The Company takes issues regarding false claims and fraud and abuse seriously. The Company encourages all
employees, management, and contractors or agents of the Company’s affiliated hospitals to be aware of the
laws regarding fraud and abuse and false claims and to identify and resolve any issues immediately. Issues are
resolved fastest and most effectively when given prompt attention at the local level. The Company, therefore,
encourages its affiliated hospitals’ employees, managers, and contractors to report concerns to their
immediate supervisor when appropriate. If the supervisor is not deemed to be the appropriate contact or if
the supervisor fails to respond quickly and appropriately to the concern, then the individual with the concern
should be encouraged to discuss the situation with the facility’s human resources manager, the facility’s ECO,
another member of management, or with the Company’s Ethics Hotline (1-800-455-1996).

The State False Claims Statutes Policies are available on the Ethics & Compliance Atlas Connect site at:
http://connect.medcity.net/web/ethicsandcomplianceoverview/false-claims-act-state-policies. Human Resources
is currently revising the State Employee Handbook Language for the FCA Policies documents and the updated
handbooks will be available on the HCAhrAnswers portal within the next few months. The course numbers for
these policies is Policy Review [Policy Number] (Eff 9/1/2018), for example, the course number for the Alaska
False Claims Statutes Policy is Policy Review LL.AK.001 (Eff 9/1/2018).

Action Items: Ensure that all employees, including management, and any contractors or agents receive

and review their respective states’ False Claims Statutes Policy. Ensure that the revised version of the

policy is used in New Hire Orientation as part of the Code of Conduct Orientation training.

Marked versions of State False Claims Statutes Policies are available on the Ethics and Compliance Atlas Connect
site at: http://connect.medcity.net/web/ethicsandcomplianceoverview/l1001-state-false-claim-marked-policies

Para informacion en espanol, visite www.ftc.gov/credit o escribe a la FTC Consumer Response
Center, Room 130-A 600 Pennsylvania Ave. N.W., Washington, D.C. 20580

(b) FCRA — Summary of Rights
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A Summary of Your Rights Under the Fair Credit Reporting Act

The Federal Fair Credit Reporting Act (FCRA) promotes the accuracy, fairness, and privacy of information in
the files of consumer reporting agencies. There are many types of consumer reporting agencies, including
credit bureaus and specialty agencies (such as agencies that sell information about check writing histories,
medical records, and rental history records). Here is a summary of your major rights under the FCRA. For
more information, including information about additional rights, go to www.ftc.gov/credit or write to:
Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W.,
Washington, D.C. 20580.

You must be told if information in your file has been used against you. Anyone who uses a credit
report or another type of consumer report to deny your application for credit, insurance, or
employment — or to take another adverse action against you — must tell you, and must give you the
name, address, and a phone number of the agency that provided the information.

You have the right to know what is in your file. You may request and obtain all the information about
you in the files of a consumer reporting agency (your “file disclosure”). You will be required to provide
proper identification, which may include your Social Security number. In many cases, the disclosure
will be free. You are entitled to a free file disclosure if:

a person has taken adverse action against you because of information in your credit report;

you are the victim of identity theft and place a fraud alert in your file;

your file contains inaccurate information as a result of fraud;

you are on public assistance;

you are unemployed but expect to apply for employment within 60 days.

In addition, by September 2005 all consumers will be entitled to one free disclosure every 12 months
upon request from each nationwide credit bureau and from nationwide specialty consumer reporting
agencies. See www.ftc.gov/credit for additional information.

You have the right to ask for a credit score. Credit scores are numerical summaries of your credit-
worthiness based on information from credit bureaus. You may request a credit score from consumer
reporting agencies that create scores or distribute scores used in residential real property loans, but
you will have to pay for it. In some mortgage transactions, you will receive credit score information for
free from the mortgage lender.

You have the right to dispute incomplete or inaccurate information. If you identify information in
your file that is incomplete or inaccurate, and report it to the consumer reporting agency, the agency
must investigate unless your dispute is frivolous. See www.ftc.gov/credit for an explanation of
dispute procedures.

Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable
information. Inaccurate, incomplete or unverifiable information must be removed or corrected, usually
within 30 days. However, a consumer reporting agency may continue to report information it has verified
as accurate.
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Consumer reporting agencies may not report outdated negative information. In most cases, a
consumer reporting agency may not report negative information that is more than seven years old, or
bankruptcies that are more than 10 years old.

Access to your file is limited. A consumer reporting agency may provide information about you only to
people with a valid need — usually to consider an application with a creditor, insurer, employer,
landlord, or other business. The FCRA specifies those with a valid need for access.

You must give your consent for reports to be provided to employers. A consumer reporting agency
may not give out information about you to your employer, or a potential employer, without your
written consent given to the employer. Written consent generally is not required in the trucking
industry. For more information, go to www.ftc.gov/credit.

You may limit “prescreened” offers of credit and insurance you get based on information in your
credit report Unsolicited “prescreened” offers for credit and insurance must include a toll-free phone
number you can call if you choose to remove your name and address from the lists these offers are
based on. You may opt-out with the nationwide credit bureaus at 1-888-567-8688 (1-888-50PT
ouT).

You may seek damages from violators. If a consumer reporting agency, or, in some cases, a user of
consumer reports or a furnisher of information to a consumer reporting agency violates the FCRA, you
may be able to sue in state or federal court.

Identity theft victims and active duty military personnel have additional rights. For more information,
visit www.ftc.gov/credit.

Notice of Amendments to the Fair Credit Reporting Act

The Summary of Your Rights provided above does not reflect recent amendments contained in the
Consumer Reporting Employment Clarification Act of 1998. Of importance to you are the following
changes to the law:

Conviction of a crime can be reported regardless of when the conviction occurred.

If you apply for a job that is covered by the Department of Transportation’s authority to establish
qualifications and the maximum hours for such job and you apply by mail, telephone, computer or
other similar means, your consent to a consumer report may validly be obtained orally, in writing, or
electronically. If an adverse action is taken against you because of such consumer report wherein you
give your consent to the consumer reporting agency over the telephone, computer, or similar means,
you may be informed of such adverse action and the name, address and phone number of the
consumer reporting agency, orally, in writing, or electronically. These amendments were retroactive to
September 30, 1997.
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States may enforce, the FCRA, and many states have their own consumer reporting laws. In some cases, you may have
more rights under state law. For more information, contact your state or local consumer protection agency or your state
Attorney General. Federal enforcers are:

TYPE OF BUSINESS: | CONTACT: |
Consumer reporting agencies, creditors and Federal Trade Commission: Consumer
others not listed below Response Center — FCRA Washington, DC
20580 1-877-382-4357
National banks, federal branches/agencies of Office of the Comptroller of the Currency
foreign banks (word “National” or initials “N.A.” Compliance Management, Mail Stop 6-6
appear in or after bank’s name) Washington, DC 20219 800-613-6743
Federal Reserve System member banks (except Federal Reserve Board
national banks, and federal branches/agencies of Division of Consumer & Community Affairs
foreign banks) Washington, DC 20551 202-452-3693
Savings associations and federally chartered Office of Thrift Supervision
savings banks (word “Federal” or initials “F.S.B.” Consumer Complaints
appear in federal institution’s name) Washington, DC 20552 800-842-6929
Federal credit unions (words “Federal Credit National Credit Union Administration
Union appear in institution’s name) 1775 Duke Street
Alexandria, VA 22314 703-519-4600
State-chartered banks that are not members of Federal Deposit Insurance Corporation
the Federal Reserve System Consumer Response Center, 2345 Grand
Avenue, Suite 100
Kansas City, Missouri 64108-2638
1-877-275-3342
Air, surface, or rail common carriers regulated by Department of Transportation, Office of
former Civil Aeronautics Board or Interstate Financial Management
Commerce Commission Washington, DC 20590 202-366-1306
Activities subject to the Packers and Stockyards Department of Agriculture
Act, 1921 Office of Deputy Administrator — GIPSA
Washington, DC 20250 202-720-7051




2017 Hospital

National Patient Safety Goals

The purpose of the National Patient Safety Goals is to improve patient safety. The goals focus on problems in health care safety

and how to solve them.

Identify patients correctly
NPSG.01.01.01

NPSG.01.03.01

Improve staff communication
NPSG.02.03.01

Use medicines safely

NPSG.03.04.01

NPSG.03.05.01
NPSG.03.06.01

Use alarms safely

NPSG.06.01.01

Prevent infection
NPSG.07.01.01

NPSG.07.03.01
NPSG.07.04.01
NPSG.07.05.01
NPSG.07.06.01

Identify patient safety risks
NPSG.15.01.01

Prevent mistakes in surgery
UP.01.01.01

UP.01.02.01
UP.01.03.01

Use at least two ways to identify patients. For example, use the patient's name and date of
birth. This is done to make sure that each patient gets the correct medicine and treatment.

Make sure that the correct patient gets the correct blood when they get a blood
transfusion.

Get important test results to the right staff person on time.

Before a procedure, label medicines that are not labeled. For example, medicines in syringes,
cups and basins. Do this in the area where medicines and supplies are set up.

Take extra care with patients who take medicines to thintheir blood.

Record and pass along correct information about a patient's medicines. Find out what
medicines the patient is taking. Compare those medicines to new medicines given to the
patient. Make sure the patient knows which medicines to take when they are at home. Tell
the patient it is important to bring their up-to-date list of medicines every time they visit a
doctor.

Make improvements to ensure that alarms on medical equipment are heard and responded
to on time.

Use the hand cleaning guidelines from the Centers for Disease Control and Prevention or the
World Health Organization. Set goals for improving hand cleaning. Use the goals to improve
hand cleaning.

Use proven guidelines to prevent infections that are difficult to treat.
Use proven guidelines to prevent infection of the blood from central lines.

Use proven guidelines to prevent infection after surgery.

Use proven guidelines to prevent infections of the urinary tract that are caused by catheters.

Find out which patients are most likely to try to commit suicide.

Make sure that the correct surgery is done on the correct patient and at the correct
place on the patient's body.

Mark the correct place on the patient's body where the surgery is to be done.

Pause before the surgery to make sure that a mistake is not being made.
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This Is an easy-to-read document. It has been created for the public. The exact language of the goals can be found at
wWww.jointcommission.org.

I CMS Conditions of Participation §482.11(c); §482.12(e); TIC, Management of Human Resources Chapter; AAAHC, Administration
Chapter, Quality of Care Provided section

i The Joint Commission, MS.01.01.01, EP 8; LD.04.01.05,EP 1 -9
il The Joint Commission, LD.04.01.05, EP 1 —5; NR.02.03.01, EP 6

VThe Joint Commission, HR.01.02.05, EP 7
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